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Introduction to Soteria

WE
Soteria is a client-focused 

organization providing cyber 
security solutions to assist in 
preventing and responding to 

security incidents.

KNOW
Established in 2014 and based 

in Charleston, SC, Soteria’s 
expertise is predicated upon 

the accumulated practical 
experience of its leadership 

and staff.

CYBER
Our team of experts have vast 

experience attacking, 
exploiting, securing, and 

defending against a broad 
spectrum of threats and 

malicious actors.

SECURITY
We provide detailed 

recommendations to clients 
across many industries to help 

create more efficient and 
secure workflows.
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Doug Hislop
Senior Security Advisor
Soteria – Charleston, SC

• IT and Cybersecurity

• Corporate Leadership

• Scuba Diver

• https://www.linkedin.com/in/doug-hislop-sc/

Tailored Cybersecurity Solutions
soteria.io
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Human Risk Factors

Trustee Responsibility

Introduction

Action

Q&A

Required 
Knowledge

Human risk factors refer to the behaviors, decisions, and 
circumstances involving people — employees, 
contractors, or partners — that can expose an 

organization to harm.

Managing human risk factors is unique because it’s 
about influencing people, not just controlling systems.
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Threat to What
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Human risk factors are a threat to…

Information privacy, operational integrity, continuity of operations -
Confidentiality, Integrity, and Availability (CIA)

that potentially impacts

Finances and Reputation

Appendix

5

6



10/23/2025

4

Trustee Responsibility
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Ensure your organizations have…

an effective risk management program that 
adequately addresses Human Risk Factors.
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Components of an Effective 
Program
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1. Governance and Oversight

2. Culture and Clarity

3. Controls and Safeguards

4. Monitoring and Analytics

5. Incident Response Preparedness

6. Audit and Continuous Improvement
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Governance and Oversight
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Trustee and leadership role: 

● Set the tone - promote a climate of trust and transparency

● Ask the right questions* and ensure accountability

● Support organizational change management when needed

● Embed human risk and insider threat within enterprise risk 

governance and reporting

● Define who is responsible, including for prevention, detection, 

and response in policy and procedures

* A sample list of questions that might be good to ask within your organization is later in the materials.

Appendix

Culture and Clarity
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● Build a culture of security and shared responsibility, not mistrust.

● Reinforce that controls protect people and the organization

● Leadership behavior and communication influence how people 

respond to mistakes

● Involve all areas of the organization including HR, finance, 

operations, audit, services, etc.

● Maintain clear guidance and provide periodic practical training

● Be clear and direct about potential personnel and organizational 

consequences for policy and procedure violations.
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Controls and Safeguards
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Common vulnerabilities are often in routine, trusted activities

● Apply least-privilege access and segregation of duties — no one 

should have more access than needed

● Combine technical, administrative, and procedural controls for 

layered protection

● Management review and approval processes catch problems early

● Train employees on process and procedures

● What they can and should not do in the context of risky actions

* A sample list of technical and analytical controls is provided on an appendix slide at the end of the presentation.
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Monitoring and Analytics
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● Comprehensive logging and monitoring

● Automated detection and alerting system that flags suspicious 

activity for investigation

● Treat anomalies and failed attempts as early warning signs, not 

just compliance noise

● Use data loss prevention (DLP) tools, user behavior analytics 

(UBA), and alerting to detect unusual access or data movement
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Incident Response Preparedness
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Addressing Human Risk Factors includes being able to respond 

if an incident occurs

● Maintain a response plan for human caused incidents so roles 

and actions are known before an event occurs

● Tailor response procedures, training, and testing to your risks 

and threats
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Audit and Continuous Improvement
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● Engage internal or external audit to validate program 

effectiveness and find gaps

● Make audit part of the program: engage audit to identify control 

gaps, unusual patterns, spot inconsistencies, and identify 

unaddressed risks

● Review and adapt the program regularly — threats and 

behaviors evolve
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What to do?
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● Promote a climate of trust and transparency, not surveillance

● Assign board level responsibilities

● Prioritize and establish an effective human risk program

● Champion training and reporting

● Help leadership prioritize protection where risk is greatest

● Continue to learn about the subject

Appendix

Asking the Right Questions
(in your organization)
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● Are our highest-risk processes and users identified and audited?

● How often do staff receive security and ethics training, and how is its 

effectiveness evaluated?

● Are high-risk roles given specific awareness training (e.g., finance, IT, 

HR, investment)?

● Do employees understand their obligation to protect member, 

beneficiary, financial, and all other sensitive data?

● Do we have procedures to address testing failures and remediation 

training?

● Do we have the right tools and technologies to support the program?
Appendix
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Asking the Right Questions
(in your organization)
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● Do we have real-time monitoring and alerting in place?

● Who is responsible for monitoring unusual behavior?

● When was the last control review for each of our high-risk functions?

● Have we tested our response capabilities? How did we do? Where do we 

need to improve?

● How are we preparing for new forms of human risk, such as advanced 

social-engineering attacks, AI-driven fraud, or third-party data exposure?

● Do we have a process to periodically reassess our risk landscape as 

technology and behaviors change?Appendix
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Appendix A: Technical & Analytical 
Controls
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● Role-Based Access Control (RBAC) - Assign privileges by job function to prevent ad 

hoc access.

● Least-Privilege Enforcement - Limit user rights to only what’s necessary.

● Endpoint Protection and Logging - Detect anomalous activity on devices.

● SIEM Integration - Aggregate and correlate behavioral alerts.

● Privileged Session Recording - Audit high-risk administrative actions.

● Automated Access Provisioning - Reduce human error during account setup.

● Data Loss Prevention (DLP) - Monitor and block unauthorized data transfers.

● Data Classification and Tagging Automation - Auto-identify and label sensitive data.

● User Behavior Analytics (UBA) - Detect deviations from normal patterns.

● Anomaly Detection Models - Use AI/ML to detect statistical outliers in behavior.Appendix

Tailored Cyber Security Solutions

SOTERIA.IO

843.501.0313
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