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Agenda: Prep, Response, Recovery

• Overview of threat environment
• Legal and incident response 
• Insurance solutions and coverage 
• Q&A 



Overview of threat environment
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Ransomware
 Business Interruption
 Subsequent Liability
 Damage to People and Property
 Extortion 
 OFAC

Supply Chain
 SolarWinds / 9,000+ customers
 Mimecast / 39,000+ customers
 Hafnium / 60,000+ customers

Ongoing Threats:
 Email 
 Theft of Funds
 Regulatory landscape
 Theft of critical assets
 Insider

Sources:
1. https://www.inc.com/adam-levin/ransomware-is-number-one-cyber-threat-this-year-heres-what-you-can-do.html
2. Bitdefender’s Mid-Year Threat Landscape Report 2020,
3. Coveware Ransomware Marketplace Report, August 3, 2020
4. Coveware, January 23, 2020
5.  https://www.thesslstore.com/blog/ransomware-statistics/
6. FBI Ransomware Prevention and Response for CISOs
7. Obama PPD-30

Cyber Security Issues Trending Now
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Key Observations:
 Ransomware activity has dramatically outpaced 

Data Breach/Privacy Event activity over trailing 
four quarters.

 Ransomware up 486% from Q1 2018 to Q4 
2020.  

 Aon Cyber Claims Intake indicates 2020 will 
show a compounding increase of 150%, +300% 
over trailing two years.

 Data Breach/Privacy Events tracking to decline 
in 2020, first decline in trailing 5 years.
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Data Breach / Privacy Ransomware

Source: Risk Based Security, analysis by Aon. Data as of 1/5/2021; Ransomware payment per Coveware Ransomware Report as of 11/4/2020

Proprietary & Confidential: The content, analysis and commentary included herein are understood to be the intellectual property of Aon. 
Further distribution, photocopying or any form of third-party transmission of this document in part or in whole, is not permitted without the 
express, written permission of Aon.

Cyber Incident Rates Over the Past 12 Quarters



White House Open Letter to Companies:

“The private sector also has a critical responsibility to 
protect against these threats. All organizations must 
recognize that no company is safe from being targeted 
by ransomware, regardless of size or location.”  

 Anne Neuberger, Deputy National Security Advisor for Cyber 
and Emerging Technology

The White House went on to call organizations “to 
reassess ransomware defenses and to ensure 
that they’re capable of contending with an attack.”

Recent activity from both Executive and Legislative 
branches (e.g., Biden’s Cybersecurity Executive Order, 
Cyberincident Notification Act) show trend of 
government treating cybersecurity as critical national 
security issue.

Ransomware – White House Call to Action
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• “My industry/my company is not a target.”

• “Our security tools will keep us from getting hacked.”

• “Isn’t this what insurance is for?”

• “The only threats we have to worry about are from outsiders.”

• “This isn’t my problem.”

Debunking the myths that keep us from moving forward

Reframing the View
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• Invest in Detection and Monitoring
• Tools + People

• Backup Your Data
• Frequently
• Test your backups

• Prepare for the Worst
• Tabletop exercises
• Threat hunting
• Identify your external team of helpers

• Create a Culture of Security
• Training
• Balance

What Can We Do Today?
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Cyber Risk & Fraud Challenges for Benefit & 
Retirement Plans 

Industry organizations need to be constantly focused on limiting  
the economic and reputational damage from incidents.

Regular assessments, testing, refinement, and responsiveness 
are essential to keeping critical assets protected and ensuring 
strong governance and compliance.

Industry organizations must commit to a continuous process of  
evaluation and improvement.

Regulators are also trying to keep pace, although formal Benefit 
& Retirement Industry regulation for Cyber Security is lacking.

Plan organizations are under persistent pressure to refine  their 
defenses against attackers who are constantly advancing their 
techniques.

The cyber threats evolve rapidly and can quickly endanger a 
Plan Sponsor, Service Provider, Fiduciary, or Participant.
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The Intersection of Fraud Risk and Cyber Risk 
for Benefit & Retirement Plans

Looking at examples 
of fraud for Benefit & 
Retirement Plans, we 
can see direct linkage 
and overlap with 
certain cyber risks.  

This relationship 
between fraud risk 
and cyber risk 
extends to the 
associated controls 
and best practice 
that serve to mitigate 
both sets of risk 
(fraud and cyber), as 
illustrated in the 
examples to the right: 

Cyber Risk Assessment is a critical component for an organization’s overall 
Cyber and Fraud Risk Management Programs for Benefit plans.  

Activity monitoring, segregation 
of duties, restricted access, 

background checks and 
employee screening, auditing.  

Controls and 
Best Practices

Third party risk management, 
governance, monitoring, reporting, 

assessment/audit.  
  

Insider Threat – Fraud, data theft, or other 
malicious activity performed by a “trusted 
insider” within the organization, including 

employees and contractors. 

Third Parties – Including fraud, loss 
of confidential data, or other 

inappropriate/unauthorized activity 
that involves a trusted service 
provider or business partner.  

Example Fraud
and Cyber Risks
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Key Takeaways 

 Attacker monetization has changed
 Everyone is affected by business interruption
 The payments come at a price
 You can’t insure goodwill. Risk Transfer, alone, is 

not sufficient
 No defense is perfect.  Risk Mitigation, alone, is not sufficient
 Cyber risk can’t be managed in one team or in a silo. 
 Play defense first.  Be proactive with assessment, 

quantification, mitigation, transfer, and readiness.
 There should be no strangers when crisis hits
 Things change. Don’t stand still.
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Legal and incident response 



 What data do you access and why?

 Where is it?

 How well is it protected?

 Who can access it and why?

 When do you purge it?

 How do you purge it?

13

Data Creates Duties



 Empower the organization’s first responders

 Talk to your IT security staff

 Gain an appreciation of the many challenges and risk landscape

 Not many Firms can say how many records they have; what type of data is being 
collected, stored, shared, protected; where all the data resides; when is it 
purged; etc.

 Assess the contractual requirements that may apply to data.

 or if materially change in business practices Assess and test the organization’s staff 
and operations 

 Prepare and test your incident response plan annually 

 Document your due care measures (training and enforcement) being taken 

 Insure yourself

 Repeat 
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Best Practices: Pre-Incident



 Understand your data - what it is, 
where it is, V has access to it, do you 
need it, etc.

 Understand contractual obligations 
to secure data and report security 
incidents

 Understand legal and regulatory 
framework applicable to organization 
and data 

 Conduct a security assessment of 
your systems

 Train employees
 Patch vulnerabilities
 Operate up-to-date software
 Utilize anti-virus software
 Utilize firewalls

 Deploy Endpoint Detection and 
Response (EDR) solutions

 Patch VPN
 Enable Multi-factor Authentication 

(MFA)
 Identify and V “crown jewels”
 Backup date

 “3-2-1 Method” – 3 copies in 2 
locations, 1 of which is offline

 Develop and test an incident response 
plan

 Develop and test a business 
continuity plan

 Develop and enforce a vendor 
management program

 Purchase cyber insurance
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Best Practices: Pre-Incident                          
(Legal and Technical)



 All 50 states, plus Puerto Rico, Washington D.C., the Virgin Islands and Guam, 
require notice to residents after unauthorized access to PII

 Require companies to notify resident consumers of security breaches of 
unencrypted computerized PII and PHI (in some states)

 Many require notification of state attorney general, state consumer protection 
agencies and credit monitoring agencies (deadlines are short in some states)

 Notice due "without unreasonable delay,“ but some strict states (30/45/90 days)

 Some states are requesting “Assurance of Voluntary Compliance”

 Some states allow private right of action for violations
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State Regulatory Exposures



 Experts
 Breach coach
 Forensics
 Public relations

 Investigation (Internal, 
Forensic, Criminal)
 How did it happen?
 When did it happen?
 Is it still happening?
 Who did it happen to?
 What was/was not 

accessed/acquired?
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Breach Discovery



 Notice Obligations

 State

 Federal

 Other (e.g., PCI)

 Deadlines (can be 48 hours)

 Process

 Written

 Electronic

 Substitute

 To media

 Vendors

 Printing, mailing and call center

 Credit monitoring

 Inquiries

 State regulators (AG, PD)

 Federal regulators (OCR)

 Federal agencies (SEC, FTC)

 Consumer reporting agencies

 Potential plaintiffs

 Media

 Litigation

 Government entities

 Single plaintiff

 Class action

 Indemnification
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Notification 



 Ensure experience on incident response team
 Test regularly to ensure all team members understand the Incident Response Plan

 Post-data incident is not the time to learn the ins and outs of incident response 

 Use counsel to establish attorney-client privilege 
 Counsel directs forensics, notice drafting and other vendors so that, in the event of 

litigation or regulatory investigation, all documents and communications are not 
discoverable 

 Protect attorney-client privilege – do not share forensic reports, legal analysis and 
drafts with clients or third parties if not absolutely necessary 

 Do not use terms “Breach” or “PII” lightly — these are statutorily defined legal terms 
the use and admission of which have consequences 

 Do not rush to go public 

 Tremendous desire to go public fast, but an inability to answer questions that will 
inevitably follow can be devastating 

 If your notice goes out 4 hours after discovery, there will be people who 
charge you with delay, so "delay" is unavoidable

Best Practices: Post-Incident



 Prepare for litigation and regulatory investigation — preserve all relevant 
documents

 Conduct risk assessment and implement data security improvements prior 
to being asked by a regulator

 Empower the organization’s first responders

 Talk to your IT security staff

 Gain an appreciation of the many challenges and risk landscape

 Not many Firms can say how many records they have; what type of data is 
being collected, stored, shared, protected; where all the data resides; when is it 
purged; etc.

 Assess the contractual requirements that may apply to data.

 Assess and test the organization’s staff and operations 

 Prepare and test your incident response plan annually or if materially change in 
business practices 

 Document your due care measures (training and enforcement) being taken 

 Insure yourself

 Repeat 

Best Practices: Post-Incident, Cont’d



Insurance solutions and coverage 
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• Significant Premium Increases
– Best in class 30-50%
– Lack of controls 100-200%
– Some may not be able to secure coverage

• Reduced Capacity - $5M is the new $10M

• Retention Increases

• Coverage Sub-limits
– Ransomware Co-insurance

• Exclusions
– Protective Safeguards
– End of Life software
– Known events (Solarwinds, MSFT Exchange)

2021/22 Cyber Market Update
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• Risk Selection
– Multi-factor Authentication (MFA) requirement

• Lengthy Applications
– Ransomware Supplemental Applications
– If any security answers are ‘no’ be prepared to explain

• Third Party Cyber Rating Tools
– BitSight / SecurityScorecard

• Questions about network connection to municipality

Underwriting Concerns -                                      
What Can You Expect
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• Employee Training

• Timely Patch Management

• EDR is the new Antivirus

• Backups – 3-2-1 Strategy

• Incident Response Plan – Document & Exercise

• Establish protocols (Legal, IT, Forensic)

• Start the application process early

What Can You Do?



Questions
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